London Borough of Tower Hamlets
London Borough of Tower Hamlets
Job Description


	JOB TITLE:
	Head of Cyber & Information Security

	GRADE:
	LPO9

	POST NUMBER:
	A500504601

	DIRECTORATE:
	Resources

	SERVICE:
	Information Technology

	RESPONSIBLE TO	:
	Director of IT

	RESPONSIBLE FOR:
	Line management of up to six staff. Matrix management of up to 20 staff across multiple disciplines. Direction of agency workers, service providers and third-party representatives working on behalf of the Council.

	


	Is DBS check required? – Yes
Is the post politically restricted? – No
Is a Travel Allowance Payable? – No
Does this post attract an Essential Car User Allowance? – No





	JOB SUMMARY:	
	
To provide leadership across and beyond the Council to support, guide and direct the implementation of appropriate technical and organisational measures to ensure a level of security appropriate to the risk for all information assets.
To encourage and support colleagues across and beyond the Council to understand the value of information and influence their attitudes and behaviours to ensure information is managed in line with appropriate technical and organisation measures.

	ROLE REQUIREMENTS:
	

	1. 
	To work across and beyond the Council to establish, implement and maintain a corporate information and cyber security strategy aligned with relevant regulations, contractual commitments and local priorities. The Council’s partners include Tower Hamlets Homes, the NHS, voluntary organisations, private sector delivery partners and regional partners including the Greater London Authority, Metropolitan Police and London Fire Brigade.

	2. 
	To use a risk management approach to balance innovative new technologies against information and cyber security objectives to support the Council’s ambitious change programmes and improve public services.

	3. 
	To research, design and implement innovative approaches to information security and cyber security and develop appropriate corporate policies in response to changing threats, vulnerabilities and opportunities.

	4. 
	To influence senior stakeholders across the Council to adopt and apply appropriate information and cyber security measures, securing the financial and other resources necessary to utilise and protect the Council’s information assets.

	5. 
	To direct the Council’s IT architectural service on information and cyber security matters to promote solutions and services that are secure by design.

	6. 
	To manage interdependencies and coordination across change initiatives to ensure that information relating to deliverables, risks and issues are effectively communicated between stakeholders and that key performance indicators are monitored and evaluated.

	7. 
	To direct staff and suppliers to implement appropriate information and cyber security measures.

	8. 
	To exercise professional judgement on information and cyber security matters on behalf of the Council in the absence of established policy and procedures.

	9. 
	To be the Council’s lead in responding to technical information security and cyber-security incidents and events and managing related investigations, including liaison with the National Cyber Security Centre, the Metropolitan Police and other authorities.

	10. 
	To develop, implement and maintain a framework covering standards, policies, procedures, guidance and controls to maintain an appropriate information security and cyber-security stance for the council.

	11. 
	To contribute to the development, maintenance and implementation of the Council’s ICT and digital strategies.

	Team leadership
	

	12. 
	To create, manage and lead a multi-disciplinary team of up to six subject matter experts. The disciplines include information security strategy, security administration, digital forensics, IT governance, consultancy, solution architecture, data management and business risk management.

	13. 
	To recruit, commission induct and manage information security staff and subject matter experts as required, utilising a mix of secondments, fixed term appointments and external resources to optimise resources and outcomes.

	14. 
	To provide professional leadership, utilising a coaching approach, to develop colleagues.

	Stakeholder management
	

	15. 
	To lead regular interactions with the Divisional Director IT, Corporate Director Resources and Corporate Director Law Probity & Governance, to inform, alert, negotiate and maintain a continuing good relationship and shared vision for the information security.

	16. 
	To engage with the Mayor, Lead Member for Resources, Corporate Leadership Team, senior managers, and their nominated representatives to maintain ongoing alignment with information and cyber security measures and ensure confidence in the service.

	17. 
	To develop and maintain working relationships with diverse internal and external stakeholders.

	Governance and decision making
	

	18. 
	To establish appropriate governance structures to support the information and cyber security programme and ensure alignment with the Council’s strategy and priorities.

	19. 
	To collaborate with the information governance team to achieve a unity of purpose and a clear approach covering the respective fields of expertise.

	20. 
	To ensure compliance with regulatory and contractual requirements on information security and cyber-security; including the HMG Security Policy Framework.

	21. 
	To complete the Council’s submissions for PSN and PCI and other security frameworks, managing appropriate controls to ensure compliance and certification.

	22. 
	To maintain information and cyber security records to support compliance with the DPA and GDPR and subsequent legislation.

	Financial Management
	

	23. 
	To manage budgets and contracts in accordance with Financial and Procurement Regulations to ensure value for money and to develop close working relationships with suppliers for mutual benefit.

	24. 
	To develop and progress business cases to secure appropriate resources for information and cyber security.

	Service Responsibilities
	

	25. 
	To contribute to team, service and council objective setting and to inspire a culture where change, improvement and learning are welcomed and supported.

	26. 
	To represent the service and the council on all matters related to information and cyber security and to deputise for the Divisional Director when required.

	27. 
	To provide briefings, reports and performance metrics to management teams and boards at all levels internally and with external partners and stakeholders, and to the mayor, elected members and committees.

	28. 
	To performance manage and deploy staff across the service to consistently meet customer needs and priorities, ensuring activities are in place for users to be trained and developed to use applications to a high standard.

	29. 
	To ensure sound project and programme management practices are utilised where appropriate.



General Terms: 

· To maintain personal and professional development to meet the changing demands of the job and participate in appropriate training/development activities including the council’s performance, development and review scheme.  To engage and develop all staff in the team to ensure they have clear personal development plans.
· Ensure that all duties and responsibilities are discharged in accordance with the council’s policies and procedures, Code of Conduct and relevant regulations and legislation.  To comply with the council’s equal opportunities and diversity policies ensuring anti-discriminatory practice within the service area.
· To undertake additional duties that may arise from time to time commensurate with the grade of the post.

Special Terms and Considerations 

[image: ]
· To be able to work evenings and weekends with appropriate notice
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	Requirements
	Person Specification for the Post of
Head of Cyber & Information Security
	Essential (E)
or
Desirable (D) (if applicable)

	Method of Assessment
A= Application Form
T= Test
I= Interview

	Knowledge


	Substantial knowledge* of IT service principles, risk management, government security policy, ISO27001, PCI-DSS

	E
	A/I

	
	Substantial knowledge* of the General Data Protection Regulations (GDPR).
	E
	A/I

	
	*Equivalent to SFIA Level 6 Initiate, Influence.
	
	

	Qualifications
& Experience
	A relevant qualification in information security; a minimum of CISMP, ISACA CISM or equivalent.
	E
	A

	
	Relevant qualifications or extensive experience in quality management, risk management and service management
	E
	A

	
	Extensive and proven experience of managing information and cyber security in a large and complex organisation.
	E
	A/I

	
	Extensive and proven experience of developing and implementing information and cyber security standards, policies, procedures, guidance and controls
	E
	A/I

	
	Extensive and proven experience of influencing and negotiating with service stakeholders.
	E
	A/I

	
	Extensive and proven experience of managing information and cyber security incidents.
	E
	I

	
	Extensive and proven experience of working with partners to secure a mutually advantageous relationship
	E
	I

	Leadership
and
management
framework
	Achieving results 

Ability to bring creative solutions to problems.
	E
	I

	
	Engaging with Others 

Well-developed interpersonal skills used to influence a variety of stakeholders, and experience of operating at senior management level in a multi-functional organisation.
	E
	I

	
	Valuing diversity 

Commitment to the principles and practice of equality and diversity in employment and service delivery.
	E
	A/I




	Living the TOWER Values sets out the essential behaviours required of all staff. 
They are aligned to the organisation’s five TOWER Values.


	We work TOGETHER across boundaries and with partners to achieve the best outcomes for Tower Hamlets

	T1
	Maintains and encourages networking across teams to achieve the best outcomes.

	E
	A/I

	T2
	Takes swift action to resolve issues or conflicts, to build a positive team culture in the working environment.
	D
	I

	We are OPEN and transparent

	O1
	Thinks about the people they communicate with and adjusts their style accordingly.
	D
	I

	O2
	Approachable and seeks regular internal and external feedback from people to improve how they and others do things.
	E
	A/I

	We are WILLING to challenge, innovate and be accountable


	W1
	Respectfully challenges others, using data and observation to drive improved outcomes.
	D
	I

	W2
	Leads the way and encourages others, so they achieve continuous improvement with measurable benefits.
	E
	A/I

	We empower each other to be EXCELLENT and go the extra mile


	E1
	Understands the organisations direction of travel and actively supports that in their work and interactions.
	E
	I

	E2
	Takes the initiative to improve outcomes because they can explain the difference they have made.
	D
	I

	We RESPECT all communities; they are the heart of everything we do

	R1
	Uses customer feedback to actively improve customer outcomes and the way services are delivered.
	D
	A/I

	R2
	Ensures that they and others value the diversity of all people they work with and takes this into account in developing the service.
	E
	I

	Additional Requirements
	Willingness to work outside of contracted hours in the evenings and weekends subject to notice.
	E
	A/I






image1.jpg
S

TOWER HAMLETS




