Identity & Data Security Engineer
Job Description (August 26)

	JOB TITLE:
	Identity & Data Security Engineer

	GRADE:
	M

	POST NUMBER:
	A500504700

	DIRECTORATE:
	Resources

	SERVICE:
	IT

	RESPONSIBLE TO	:
	Cyber Security Technical Architect

	RESPONSIBLE FOR:
	N/A

	


	This post does not require a DBS check
This post is not politically restricted
This post does not attract any allowances


	JOB SUMMARY:	
	The Identity & Data Security Engineer will play a critical role in strengthening the council’s security posture across data governance, identity protection, and cloud environments. They will be the Lead technical authority for Microsoft Purview within the council.

The role requires excellent hands‑on skills in the setup, maintenance, and administration of Microsoft Purview, alongside strong capability in identity and access security, specifically in Entra ID and Active Directory.  This also includes managing non-human identities and ensuring secure secrets management. The role will collaborate with the Cyber Security Technical Architect to define, gain approval for and implement Purview and Identity and Access Management security roadmaps.

They will work within the InfoSec Team, collaborating closely with Service Delivery, Infrastructure, Data, Applications teams and Information Governance to implement security controls, maintain compliance, and ensure safe use of Microsoft 365 and Azure services.


	ROLE REQUIREMENTS:
	

	1. 
	Be the Council’s Subject Matter Expert and Lead for Microsoft Purview. Own the roadmap for the product and make recommendations on its future development and use.

	2. 
	Configure, administer, and maintain Purview features including Sensitivity Labels, Classification policies, Data Loss Prevention (DLP), Insider Risk Management, Records Management, Purview Message Encryption, Purview Data Security Posture Management for AI and Information Protection

	3. 
	Supporting the organisational rollout of Purview features in structured phases and ensuring remediation of existing configurations. Implement security controls to help ensure that information resides within council approved systems and approved geographic boundaries, i.e., UK and EU.


	4. 
	Use Purview tools such as Content Explorer, Activity Explorer, Alerts, Audit, eDiscovery to monitor and improve governance posture.  Collaborate with the Managed Security Operations Centre on Incidents and security posture improvements in Identity & Access Management and Data/Information Governance.


	5. 
	Lead on training activities as needed from other teams i.e. InfoSec and Information Governance

	6. 
	Monitoring and reporting on data governance effectiveness, policy compliance, and data security health.  Collaborates with council architects to ensure that good practice data governance and Identity and access management patterns are implemented in council systems by Design and Default.

	7. 
	Working with business teams and data owners to ensure policies are consistently applied across systems.  This includes collaborating with the council’s Information Governance department to train users regarding secure and safe labelling and handling of information.


	8. 
	Supporting identity governance features such as Access Reviews, PIM (Privileged Identity Management), identity protection, Entitlement management, Conditional access policies and authentication / authorisation integrations, with specific regard to the Entra ID.


	9. 
	Working with Senior Data Engineers and Application Managers to ensure appropriate and secure access to analytics platforms e.g., Synapse, Power BI, Azure DevOps Analytics, Foundry and Databricks. 


	10. 
	Providing technical expertise and guidance to less experienced colleagues where needed.   Assists IT service delivery with designing and implementing automated identity lifecycle management solutions, i.e., automating the joiners, movers and leavers process.


	11. 
	Keeping up to date with Microsoft cloud, identity, security, and data governance technologies and architecture patterns such as Zero Trust.  Lead the secure enablement of AI and Copilot capabilities by designing and enforcing Purview controls that mitigate oversharing, data leakage, and inappropriate AI training, including DSPM for AI and sensitivity‑based access patterns.


	12. 
	Staying aligned with new Entra and Purview capabilities (e.g., Entra Internet Access, emerging governance features), Agent 365, Agent Identities and the Active Directory tiered access model or the Enterprise access model


	13. 
	Participating in organisational change, service reviews, and improvement initiatives.  Ensures integration of the council’s Entra ID single sign-on with third party platforms


	CORPORATE RESPONSIBILITIES
	

	14. 
	Actively contribute to the council’s priorities and outcomes in a way that promotes a ‘one organisation’ approach.

	15. 
	Develop and maintain positive relationships with colleagues, stakeholders and communities to ensure the council and the directorate strategic priorities are effectively implemented.

	16. 
	Promote equality among all staff and ensure that services are delivered in a non-discriminatory way, that is inclusive of all disadvantaged groups.

	17. 
	Support organisational change and learning, following and implementing appropriate systems of self-development, communication and engagement, quality measures, monitoring and review in delivering the functions of the role.

	18. 
	Promote sustainability, including encouraging a culture of innovation and accountability amongst all council staff.

	19. 
	Always ensuring that duties and responsibilities are carried out in accordance with the Council’s Policies and Procedures including Financial Regulations, Standing Orders, Workforce & Organisational Policies and Procedures, the Council’s Health & Safety Policy.  

	PEOPLE
	

	20. 
	Work in partnership with other service delivery teams e.g., networks and infrastructure; in support of service and incidents including projects

	21. 
	Work with 3rd party vendors in maintaining or enhancing the IT service

	22. 
	Develop and maintain working relationships with diverse internal and external stakeholders

	SERVICE
	

	23. 
	Provide input to service reviews, highlighting areas for service improvements

	PERFORMANCE
	

	24. 
	Proactively keep up to date with the latest industry and government regulations, standards, tools and technologies 

	25. 
	Identify opportunities to drive value and improve the performance of the IT service


OTHER CONDITIONS: 

To maintain personal and professional development to meet the changing demands of the job and participate in appropriate training/development activities including the council’s ‘My Annual Review’ scheme. 

Ensure that all duties and responsibilities are discharged in accordance with the council’s policies and procedures, Code of Conduct and relevant regulations and legislation. 

To comply with the council’s equal opportunities and diversity policies ensuring anti-discriminatory practice within the service area.
To undertake additional duties that may arise from time to time commensurate with the grade of the post.



Person Specification
	Person Specification for the Post of
	
	
Essential (E)
or
Desirable (D) (if applicable)

	
Method of Assessment
A= Application Form
T= Test
I= Interview

	Knowledge


	Practical knowledge of the role of local government IT in delivering better public services at lower cost
	D
	

	
	Working knowledge of applying identity governance in local councils
	D
	

	Qualifications
& Experience
	Strong hands‑on experience with Microsoft Purview including classification, labelling, DLP, Insider Risk and governance policies
	E
	

	
	Solid expertise with Microsoft Entra ID (groups, conditional access, PIM, RBAC, identity lifecycle)
	E
	

	
	Strong experience of leading on technical strategies, roadmaps and implementation
	E
	

	
	Working knowledge of secrets management tools such as Azure Key Vault and password vault tools such as 1Password
	E
	

	
	Excellent knowledge of Azure security concepts including role assignments, app registrations, managed identities, access governance, and authentication methods
	E
	

	
	Excellent understanding of data governance frameworks or compliance standards
	E
	

	
	Scripting or light automation experience i.e. PowerShell, Azure CLI, etc
	D
	

	
	Able to work collaboratively across multiple IT service areas, including vendors, technical teams, and business stakeholders
	E
	

	
	Proactive, organised, and capable of managing own workload
	E
	

	
	Experience in defining, Information classification, labelling and handling policies and procedures in an organisational setting
	D
	

	
	Demonstrable skills in communicating with technical and non‑technical staff
	E
	

	
	Committed to continuous learning and professional development
	E
	

	
	Working knowledge of Microsoft Defender for Cloud Applications and integration with Purview to provide data governance in third party Cloud applications.
	E
	

	Living the TOWER Values sets out the essential behaviours required of all staff.

	We work TOGETHER across boundaries and with partners to achieve the best outcomes for Tower Hamlets

	Seeks opportunities to build positive relationships with people from other teams and partners

Shares information and engage others in a timely way to achieve the best outcomes
	E
	

	We are OPEN and transparent

	Uses effective listening and questioning techniques to understand the needs of others and act accordingly.

Seeks to develop own resilience to manage change, seeking support where necessary.
	E
	

	We are WILLING to challenge, innovate and be accountable

	Takes accountability for delivering their own work and sets challenging goals for themselves.

Makes suggestions for the better and for new ways of doing things.
	E
	

	We empower each other to be EXCELLENT and go the extra mile

	Understands the organisation’s direction of travel and actively supports it in their work and interactions.

Takes initiative to improve outcomes because they can explain the difference it will make.
	E
	

	We RESPECT all communities; they are the heart of everything we do

	Is open-minded and appreciates alternative cultural perspectives. They take these into account when delivering services.
 
Takes ownership of more complex issues, whilst keeping the customer informed.
	E
	

	Additional Requirements
	To meet exceptional business needs a willingness to work outside of contractual hours in the evenings and weekends with notice, unless there is good reason where this is not possible.

	E
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