



Job Description

	JOB TITLE:
	Senior Information Governance Officer

	GRADE:
	I

	POST NUMBER:
	tbc

	DIRECTORATE:
	Resources

	SERVICE:
	Information Governance, Complaints & Members Enquiries (IGCME)

	RESPONSIBLE TO	:
	Data Protection Officer

	RESPONSIBLE FOR:
	n/a

	

	DBS check: Not required 
This post is not politically restricted

	JOB SUMMARY:
	Provide informed / accurate advice and professional consultation to the organisation, in matters arising under the UK GDPR, the Data Protection Act 2018, including Subject Access Requests (SARs), and wider privacy legislation requirements. Assist in safeguarding the Council’s engagement with partners, contractors and other third parties.
Provide expert advice and services relating to matters arising under the Freedom of Information Act 2000 and the Environmental Information Regulations 2004, ensuring consistency of professional practice (across the organisation) and compliance with statutory obligations – liaising with external regulators (e.g., ICO and NHS Digital), as appropriate.
Assist in developing effective policies, corporate processes, and networks with senior managers to ensure information governance advice is sought; deliver advice, guidance, comprehensive monitoring regimes and audits. Provide training and coach council officers at all levels in line with their specific roles and responsibilities.

	ROLE REQUIREMENTS:
	This list is not exhaustive.

	1. 
	Use seminars, meetings and other events, etc., to assist in raising the profile and understanding of the data protection and information governance functions within the Council; and work with elected Members and appropriate council officers to achieve this. 


	2. 
	Act professionally, providing expert, helpful and timely advice / guidance to elected Members and council officers on complex data protection, SARs and information governance matters, to ensure compliance with the Council’s policies and relevant legislation.  


	3. 
	Use knowledge, creativity, and professional judgement to identify and translate legislative requirements into effective sustainable solutions, to facilitate the delivery of business compliance relating to Information Security, Freedom of Information (FoI), Environmental Information Regulations (EIR), Records Management and Information Sharing. 


	4. 
	As appropriate, log/process calls and activities relating to data security and information requests (including security incidents, SARs, FoIs, and EIRs etc.). Ensure accurate records that clearly identify time-lines and responsible officers/departments; and maintain accurate information on manual and digital systems in a manner that assures high quality of data, information security and statutory compliance.


	5. 
	Assist in providing consultation for, and audits on, tasks such as contract compliance, record keeping, risk assessment and privacy impact assessments, training, procurement activity, data sharing agreements, policy reviews and corporate records for data processing.


	6. 
	Prepare reports as regularly as is necessary, for presenting to senior managers and the Information Governance Board, on information security, information governance practice, and compliance; also, detailing organisational risks, the potential consequences and sound recommendations for mitigation.  

	7. 
	Engage effectively with elected members and council staff at all levels on information governance matters, providing training material, briefings, and updates on the intranet; and assist in preparing documentation for the public to raise awareness and understanding of the relevant regulations, data subject rights and the Council’s responsibilities.


	8. 
	Assist in developing sound information governance policies, procedures and practices; and where necessary, lead on updating existing policies and procedures. Assist in ensuring that, across the Council, they are monitored and implemented consistently to ensure compliance.  


	9. 
	Partner with departments, ensuring that learning and insight gained from regular engagement and interaction with them is carefully considered at the Information Governance Board (IGB), prior to authorising and/or implementing information governance related policies and procedures.


	10. 
	Assist in delivering structured training sessions to teams and services across the Council on Freedom of Information, Data Protection, Environmental Information Regulations, Records Management, Information Security and Information Sharing. Ensure that training is logged, and refreshers are provided to teams where necessary.

	CORPORATE RESPONSIBILITIES
	

	11. 
	Actively contribute to the council’s priorities and outcomes in a way that promotes a ‘one organisation’ approach.

	12. 
	Develop and maintain positive relationships with colleagues, stakeholders and communities to ensure the council and the directorate strategic priorities are effectively implemented.

	13. 
	Promote equality among all staff and ensure that services are delivered in a non-discriminatory way, that is inclusive of all disadvantaged groups.

	14. 
	Support organisational change and learning, following and implementing appropriate systems of self-development, communication and engagement, quality measures, monitoring and review in delivering the functions of the role.

	15. 
	Promote sustainability, including encouraging a culture of innovation and accountability amongst all council staff.

	16. 
	Deputise, when required, in the absence of the Data Protection Officer – including contact with the ICO as appropriate.

	PEOPLE
	[This should detail those aspects of that require contact and interaction with other individuals, either within the council and/or in outside organisations, and the intended outcome of this]

	17. 
	Assist the Data Protection Officer (DPO) to establish effective mechanisms to engage with directorates and senior managers, to ensure the service is effectively consulted on all data protection and information governance matters.


	18. 
	Work with officers across the council to ensure that effective information security measures are in place when disclosing information/data, to prevent grievances and breaches to the data protection act (e.g., inadvertent disclosure of sensitive personal information); where necessary research, consult, and recommend appropriate solutions.

	19. 
	Work with the DPO to ensure that the Council’s Records Management Policy is up to date. Help to disseminate the policy widely to council staff through training, coaching, briefings, seminars and other learning events, to increase awareness and to ensure that the Records Management Policy is being adhered to. 


	20. 
	As appropriate and when required, undertake robust, timely, and effective investigations (e.g., information security incidents), and casework with external regulators. This may involve the examination of files and procedures; meetings with council officers, partners, and members of the public; and preparing detailed outcome reports and drafting correspondence for senior managers.  


	21. 
	Ensure effective liaison with senior managers and Council directors during the approval process for requests under the Data Protection Act, FoI and Members enquiries, exercising effective professional judgment and decision-making on any exemptions and appropriate redactions prior to disclosure. 

	SERVICE
	[This section will include requirements that the job holder may have in respect of quality assurance, continuous improvement, and the efficiency of the service]

	22. 
	Prioritise conflicting demands and balance statutory deadlines for requests with project work, delegating where necessary and appropriate to do so.


	23. 
	Co-ordinate and facilitate external inspections and audits of information governance handling; design and deliver regular mandatory audits and compliance activities / projects across the Council. Identify gaps, deliver effective corporate improvement programmes and work closely with senior managers and the Corporate Leadership Team (CLT) to ensure implementation.

	24. 
	Assist in benchmarking Information Governance services with other Local Authorities (LAs) and the best-in-class of business practice; help to ensure effective dissemination of best practice across the organisation - including learning from engaging with the ICO, employment tribunals and other case law, etc.

	25. 
	Set standards for excellent customer service and resolution of all information requests. Act as mediator between the public and council services (including contracted-out services) to find effective resolutions for the organisation, that lead to positive relationships and help to develop/restore the Council’s reputation.  


	26. 
	Work collaboratively with managers across the Council and colleagues within the Information Governance Service to achieve effective outcomes and service improvements in relation to information governance.


	27. 
	Provide effective cover and support for colleagues across the Information Governance, Complaints and Members Enquiries functions when required. 

	PERFORMANCE
	[This section needs to list the specific targets that are required to be met by the post holder and how these will be achieved]

	28. 
	Participate in relevant networking events, consult with the Council’s legal services as required, and help to horizon-scan new and up-coming national/international developments, to assist the Council in having up to date, accurate and effective advice on relevant information governance matters.  

	29. 
	Assist in marketing the work undertaken within the team as a professional service and provide traded services to other external organisations and partners (e.g., Tower Hamlets Homes Ltd and schools); thereby generating additional income that supports the Information Governance Team’s core functions and wider council interests.



OTHER CONDITIONS: 
To maintain personal and professional development to meet the changing demands of the job and participate in appropriate training/development activities including the council’s ‘My Annual Review’ scheme.

Ensure that all duties and responsibilities are discharged in accordance with the council’s policies and procedures, Code of Conduct and relevant regulations and legislation. 

To comply with the council’s equal opportunities and diversity policies ensuring anti-discriminatory practice within the service area.

To undertake additional duties, at any location within the borough, that may arise from time to time commensurate with the grade of the post.












Person Specification
	Requirements
	Person Specification for the Post of:

Senior Information Governance Officer
	
Essential (E)
or
Desirable (D) (if applicable)

	
Method of Assessment
A= Application Form
T= Test
I= Interview

	Knowledge


	· Freedom of Information Act 2000, the Data Protection Act 2018, the Environmental Information Regulations 2004, and other relevant legislation. 
· Knowledge of corporate complaints systems; regulatory complaints systems (e.g., Adults and Children’s Social Care Complaints, the Ombudsman complaint process, etc.); the international standard for quality and related matters; and relevant legislation.                      
· Knowledge of the range of services that local authorities provide.         
· Knowledge of advocacy; community support and interpreting services; and community and service delivery issues relating to inner-city areas, such as Tower Hamlets.                   
· Knowledge of relevant IT / Business Management Systems. 
	E







D










D



E







E
	

	Qualifications
& Experience
	· Experience undertaking complex investigations; and analysing complex data, regulations and legislation.       
· Experience of writing complex reports and correspondence on behalf of senior managers and executive bodies.        
· Experience of business process analysis and recommending / implementing service improvement initiatives and projects.      
· Experience of influencing and collaborating with senior managers to achieve organisation goals.   
· Working in a politically sensitive environment.

	E




E






E





E




E
	

	Living the TOWER Values sets out the essential behaviours required of all staff.
	
	They are aligned to the organisation’s five TOWER Values
	

	We work TOGETHER across boundaries and with partners to achieve the best outcomes for Tower Hamlets

	Developing networks:
Maintains and encourages networking across teams to achieve the best outcomes.

Collaborating:
Shares information and engages others in a timely way to achieve the best outcomes

	E







E
	

	We are OPEN and transparent

	Communicating Clearly:
Checks that they are understood by others and explains jargon where needed.

Managing Change:
Seeks to develop own resilience to manage change, seeking support where necessary.

	E




E
	

	We are WILLING to challenge, innovate and be accountable

	Being accountable:
Takes accountability for delivering own work and sets challenging goals for self. 

Improvement and Innovation:
Makes suggestions for the better and for new ways of doing things.

	E





E

	

	We empower each other to be EXCELLENT and go the extra mile

	Having purpose and personal motivation:
Understands the organisation’s direction of travel and actively supports it in their work and interactions.

Making colleagues feel appreciated and Valued:
Enlightens people when they have made a difference and shows appreciation through internal recognition mechanisms.

	E








E





E
	

	We RESPECT all communities; they are the heart of everything we do

	Understanding our customers’ needs:
Actively listens to customers and take steps to make things better for them.

Respecting diversity and being inclusive:
Is polite helpful and inclusive towards people from our diverse community.

	E






E
	

	Additional Requirements
	Flexibility and willingness to work outside of contractual hours, in the evenings and weekends, when required – e.g., to attend/organise public consultation events for the council or Tower Hamlets Homes Ltd. 
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